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Deepfakes during elections: the case of India
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During the 2024 election year, the fear of deepfakes used to influence elections was high.
According to a study of the Alan Turing Institute, 87.4% in the UK were concerned about
deepfakes.' While some countries legislated against it in anticipation of upcoming elections,
the use of deepfakes was a cornerstone of the Indian elections.

What is the issue?

The advances of artificial intelligence have enabled the creation of convincing deepfakes:
images, video and audio. While more and more countries are criminalizing sexual
deepfakes, there is less consensus on how to deal with political deepfakes.

The 2024 Indian election saw deepfakes emerging as a potent enabler of the bad actors in
shaping people's perceptions and rupturing the integrity that elections hold.

Cloned voices and Al-generated images and videos of influencers, celebrities and political
leaders have become a prominent feature, often used to influence voters' decisions and
consequently endanger democratic processes. Misinformation during Indian elections also
involved cloned voices of key celebrities and youth icons, aiming to influence first-time voters
and youth. During the election campaign, Al technology was also used to create deepfake
videos of deceased politicians such as M. Karunanidhi and J. Jayalalithaa, aiming to
influence voter behavior and campaign strategies. The deepfake videos also targeted
Bollywood stars Ranveer Singh and Aamir Khan campaigning for one political party. Both
filed police complaints saying these were deepfakes, made without their consent. Later
Prime Minister Modi raised concerns about Al being used to distort speeches by senior
leaders of the ruling party, including him. The misinformation campaign mostly targeted key
political leaders, parties and their manifestos, and election processes. Election-related
deepfakes were also reported related to social media influencers, politicians, celebrities.

Yet, the incidents involving deepfakes were fewer than what was expected mostly because
of the limitations of current deepfake generator tools in India and the substantial cost of
developing sophisticated deepfakes. More than 300 Indian journalists from at least 50
newsrooms collaborated during the Indian national election 2024 under a project called
Shakti Collective, which was supported by Google News Initiative. It was one of the world’s
biggest collaborative fact-checking initiatives to combat election related misinformation and
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during this project 86% of the fact-checked content was found to be visual (images or
videos), and only 2% was Al-generated, far less than media expected.

Also the deepfake generator tools, in general, lack presence in regional languages and miss
specific cultural contexts and nuances. India's cultural and linguistic diversity poses a
significant challenge for creating sophisticated deepfakes. Generating a deepfake that
convincingly mimics a specific regional accent, cultural nuance, is far more complex and
resource-intensive than is anticipated.

This diversity acted as a natural barrier against the widespread use of deepfakes during the
Indian elections. Yet, the deepfake generation in the Indian context is currently evolving,
primarily limited to English and Hindi. As the cost of deepfake generation decreases, it is
likely to extend into regional languages and therefore we may see more deepfakes in future.

Why is this important and what are the potential consequences?

Al technology has become so powerful that it becomes impossible for normal citizens to
distinguish deepfakes, while fact-checkers also have trouble recognizing them easily. This
can have important implications for trust in information and information sources, impact
election behavior and thereby alter democracy. States are called upon to set democratic
rules that on the one hand protect democracy but on the other hand also the right to freedom
of expression. It is important that such legislation is not abused to silence voices.

In this sense for example, the State of California has taken action to crack down on political
deepfakes during elections by adopting three new bills: AB 2655 requiring platforms to label
and remove such content during specific periods, AB 2839 prohibiting from knowingly
distributing deceptive Al manipulated content during a specific time and prohibiting deceptive
content of elections candidates and others, and finally law AB 2355 requiring transparency of
alternerd content in political advertising.?

Most large platforms have signed the Tech Accord to Combat Deceptive Use of Al in 2024
Elections committing to detect and address deepfakes.® This is however a voluntary
commitment whose implementation still needs to be evaluated.

The regulation related to deepfakes in India is still evolving. Currently, there is no specific
definition of "deepfakes" under Indian legislation and there is no law explicitly addressing
them. However, several existing laws and legal frameworks may be applied to the issue of
deepfakes. Affected individuals can seek remedies through laws such as the Information
Technology Act, 2000 (IT Act), the Copyright Act of 1957, the Digital Personal Data
Protection Act, 2023, and relevant sections of the Indian Penal Code (now Bhartiya Nyaya
Sanhita). These laws generally deal with issues like privacy violations, defamation, copyright
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infringement, cybercrimes, and consumer protection. Although there are no specific laws for
deepfakes, individuals can file complaints if their privacy is violated or reputation harmed
through the use of such manipulated content.

The Indian government sees deepfakes as a new threat and wants tech companies to police
deepfakes to proactively red-flag misinformation, or content which impersonates another
person’ and require social media platforms to quickly take down ‘artificially morphed images’
of individuals when alerted. In India, under the Information Technology (Intermediary
Guidelines and Digital Media Ethics Code) Rules, 2021, a social media platform with more
than 5 million registered users is classified as the Significant social media intermediaries
(SSMis) which include prominent platforms such as Facebook, Instagram, Twitter (now
known as X), YouTube, WhatsApp and LinkedIn. In addition to the due diligence
requirements prescribed for all intermediaries, the SSMIs are required to meet additional due
diligence requirements, including:

Appointing a Chief Compliance Officer

Appointing a Nodal Contact Officer who is available 24/7

Enabling the identification of the first originator of information on the platform

Using technology-based measures to identify certain types of content

Establishing a physical contact address in India

Take down content within 36 hours of receiving a court or government order and
providing a grievance redressal mechanism for users or victims

The social media platforms are complying, as many of them such as Facebook, Instagram,
Twitter, WhatsApp, and YouTube have appointed Chief Compliance Officers, Nodal Contact
Persons, and Grievance Officers in India as mandated. Also WhatsApp and Facebook, for
example, have publicized their grievance redressal mechanisms on their websites. However,
while there is general compliance with most aspects of the regulations, issues like
traceability and privacy remain areas of disagreement between platforms and governments.

Opinion:

As Al-generated content and deepfakes are rapidly evolving, regulations are still catching up
with technological advancements. One concern is the potential for over-regulation, which
could stifle innovation and ongoing collaborative efforts. Therefore, a more collaborative and
consultative approach is needed, involving the media ecosystem, technology experts,
academia, and policymakers, to engage in constructive dialogue on how regulations can be
framed holistically.

The Indian media ecosystem is increasingly concerned about the impact of deepfakes on
election integrity. Fact-checking and information integrity interventions, like Shakti: India
Election Fact-Checking Collective, is an example of a proactive response, where competing
fact-checking organizations and news publishers united for a common cause to combat
election information, showcasing a collaborative and symbiotic relationship.
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Supported by Google, Shakti is a consortium of India’s leading fact-checkers, news
publishers, and technologists, aimed at enhancing the early detection of election-related
misinformation and deepfakes, and amplifying the dissemination of fact-checks in regional
languages. From April to June 2024, over 50 news publishers and fact-checkers joined
forces, with more than 300 journalists from across India collaborating to protect millions of
people from misinformation. This initiative marked the largest editorial collaboration and
fact-checking effort dedicated to addressing election-related misinformation in India. The
collective's efforts have ensured that fact-checks reach the grassroots, amplifying them in
diverse languages and regions.

“There is so much to learn from Indian elections in terms of how misinformation vectors and
deepfakes circulate in different formats, languages, and regions online. The media and
information landscape is rapidly evolving in India, as more and more people are gaining
access to the internet, mostly via their phones. Today, more than half of Indians, 870 million
people, are active internet users. This is creating a new challenge as reliable sources of
news are frequently drowned out by unverified information online,” explains Syed Nazakat,
CEO of DataLEADS.



